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ABSTRACT

This research is about the group coverings of subsets of finite non-abelian groups and its application in the field of 
cryptography. Group coverings of finite abelian groups has been researched over the years and it has many applications 
in various fields. The popularity of internet has increased rapidly and the application of cryptography become more 
important as it ensures the privacy and security of the users in the network. A cryptosystem is a structure consisting of 
several cryptographic primitives. Key exchange protocol is one of the cryptographic primitives that parties used to 
exchange a shared key. The group covering that we investigate in this paper is the complete decompositions of order t 
in dihedral group. Let D2n be dihedral group of order 2 for positive integer n≥3. We show some constructions of 
complete decompositions of D2n of order t for t∈{2,3,…,n}. Since D2n is a non-abelian group, the hardness of the 
mathematical problems will be increased in designing a secure cryptosystem. By using the computational complete 
decomposition of dihedral group of order t search problem, two parties key exchange protocol is proposed without 
sharing any keys directly. Finally, we show that the proposed scheme is a secure communication between the 
authorized parties and protect the data from being disclosed to the third parties or hackers.
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INTRODUCTION

Group factorization is a popular research topic and it has 
attracted the attention of researchers over the years. They 
studied the factorization of a group into subsets with certain 
properties as they found some applications related to 
factoring group into subsets (Szabo and Sands, 2009). Zhou 
(2017) studied the multiple factorizations of cyclic groups. 
Some researchers looked into the exhaustion numbers of 
subsets of finite groups. Chen and Chin (2017) investigated 
some properties of exhaustive and non-exhaustive subsets 
of finite groups. Wong et al. (2018) studied the exhaustion 
2-subsets in dihedral groups of order 2p. The existence of
complete decompositions of cyclic group ℤn, which can be 
used to construct codes in cyclic groups over a binary
alphabet was shown in Chin and Chen (2018).

There are several applications of group factorization 
found in different fields such as cryptography. For instance, 
in Magliveras et al. (2002) and Magliveras (2002) proposed 
some public key cryptosystems by using group factorization 
as a trapdoor. Baba et al. (2011) constructed a cryptosystem 
defined over non-abelian groups based on the factorization 
problem. Lee (2005) showed that some of the cryptographic 
tools that developed based on finite groups still useful in 
infinite groups by providing some constructions. Cong et 
al. (2019) proposed a new simplified secure encryption 
schemes based on group factorization problem with higher 
efficiency.

The internet is one of the main medium to reach 
everyone on the globe nowadays. The application of 
cryptography become more important as it ensures the 
privacy and security of the users in the network. A 
cryptosystem is a structure consisting of several 
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cryptographic primitives. Cryptographic primitives are 
used in insecure communication channels such as virtual 
private network, encrypted web traffic to exchange secret 
information. Key exchange protocol is one of the 
cryptographic primitives that parties used to exchange a 
shared key. Boyd and Anish (2003) discussed the protocols 
for authentication and key establishment and highlighted 
that are the foundation for security of communications. 
Diffie and Hellman (1976) developed the idea of 
asymmetric key exchange protocol. They proposed Diffie-
Hellman key exchange protocol using the hardness of 
solving discrete logarithm problem. Rivest et al. (1978) 
constructed the RSA encryption scheme, where the security 
is based on integer factorization problem. ElGamal (1984) 
modified the Diffie-Hellman key exchange protocol to 
ElGamal key exchange protocol. In addition, he constructed 
a new digital signature scheme based on the difficulty of 
solving discrete logarithm problem over finite fields. 
Generally, a hard problem is defined as a particular problem 
that cannot be solved in polynomial time. Shor (1997) 
proposed an algorithm that can feasibly solved many 
conventional number theories based hard problems such 
as integer factorization problem and discrete logarithm 
problem. Therefore, the security of the schemes that 
constructed based on these problems become questionable 
(Zhang et al., 2004) and the era of postquantum cryptography 
emerged. Over the last decade, researchers started to 
construct some cryptographic primitives in lattice-based, 
code-based, hash-based and etc. Rawat and Deshmukh 
(2019) proposed key exchange approach based on modular 
arithmetic equations. Peng et al. (2020) proposed a new 

lightweight key exchange protocol based on T-tensor 
product, which required lower power consumption with 
higher speed. The self-certified public keys based group 
key agreement protocol proposed by Gupta el at. (2018) 
has capability to overcome the certificate management 
problem. Gu and Zheng (2014) proposed some hard 
problems which are related to the factorization problem. 
They showed that these hard problems are useful by 
providing some constructions of cryptographic primitives. 
This motivated us to search for new hard problem that 
might remain secure under attacks using non-abelian 
groups.

This paper aims to investigate the complete 
decompositions of dihedral groups D2n and its application. 
We first show some constructions of complete 
decompositions of D2n of order t for t∈{3,4,…,n}. Next, 
we propose a key exchange protocol based on the 
complete decompositions of dihedral groups of order t 
and show that the proposed scheme is secure. Let us 
recall the definition of complete decompositions of G of 
order t. Let G be a finite non-abelian group. Let B1, ..., Bt 
be nonempty subsets of G which are pairwise disjoint 
for integer t ≥ 2.  (B1, ..., Bt) is a complete 
decomposition of G of order t if the subsets product 
Bi1 ... Bit = {bi1 ... bit | bij ∈ Bij, j = 1, 2, ..., t} coincides 
with G, where {Bi1, ..., Bit} = {B1, ..., Bt} and the Bij are 
all distinct. Throughout this paper, we let G be dihedral 
groups, D2n, for n≥3. It is clear that D2n=〈r,s│ rn=s2=1, sr 
=r-1 s〉={1,r,…,rn-1,s, rs,…,rn-1 s} is a non-abelian group 
of order 2n, where 〈r〉={1,r,…,rn-1} is a cyclic 
subgroup of D2n of order n. 

METHODOLOGY

Some Constructions on Complete Decompositions of 
Dihedral Groups
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APPLICATION IN CRYPTOGRAPHY

Data communication security is essential since everyone 
has access to all valuable data using internet. We need to 
ensure the data being communicated between the 
authorized parties and protect the data from being disclosed 
to the third parties or hackers. If two parties wish to 
exchange encrypted data, each must be equipped to encrypt 
messages to be sent and decrypt messages received.

From the previous section, it is clear that there exists 
a complete decomposition of D2n of order t for t∈{2,3,…,n}. 
Thus, B1 ... Bt =D2n for t∈{2,3,…,n}. By using Matlab, we 
generated all the possible 368 complete decompositions 
of D8 of order 3. Since dihedral group is a non-abelian 

group, the subsets product are not commutative. Hence, 
we checked the subsets product of B1 B2 B3 and B2 B1 B3 
and found that there are 17 out of 368 constructions 
indicated that B1 B2 B3≠B2 B1 B3. This showed that the order 
of the subsets is important and its noncommutative 
properties is useful to create key exchange protocol.  In 
the following, a key exchange protocol based on the 
computational complete decomposition of non-abelian 
group of order t search problem between two parties is 
proposed.

Computational Complete Decomposition of Non-abelian 
Group of Order t Search Problem: Let G be a finite non-
abelian group. Given B1, ..., Bt-1 and G where the subsets 

FIGURE 1. Two parties key exchange protocol using the Computational Complete Decomposition of Dihedral 
Groups Order t Search Problem
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product B1 ... Bt-1 is a proper subset of G. Find Bt such 
that the subsets product B1 ... Bt = G, where B1, ..., Bt ⊆ 
G and all the subsets are pairwise disjoint.

The non-abelian group that we focused is dihedral group 
D2n. The subsets B1, ..., Bt-1 and the dihedral groups D2n are 
selected and published first to both Alice and Bob. Suppose 
Alice holds a shared key Bt and wants to share with Bob. 
For the preparation steps, let P, Q ⊆ <r> be two subsets 
selected by Alice and Bob respectively and kept secretly. 
Note that all the elements in the subsets P and Q are 
commutes. Alice chooses a ∈ B1...Bt-1 and two distinct 
elements p1, p2 ∈ P secretly. Bob chooses b ∈ D2n and two 
distinct elements q1, q2 ∈ Q secretly.

In order to share the exchange key Bt, we need to share the 
private keys a and b first since the keys a and b are needed 
to compute the exchange key Bt. The ten steps involved 
using the proposed computational complete decomposition 
of D2n of order t search problem are shown in Figure 1.

RESULTS AND DISCUSSION

PERFORMANCE ANALYSIS

When two parties want to exchange the encrypted message,  then 
there will be several steps of encrypting and decrypting the 
messages which are to be sent and received respectively. We use 
non-abelian dihedral groups to construct the proposed key 
exchange protocol. Since the elements in the dihedral groups are 
not commute, it will take longer steps to complete the 
computational process as compare to the key exchange protocol 
using abelian groups. Suppose Alice holds a shared key Bt and 
wants to share with Bob. Figure 1 shows that there are eight 
steps involved for sharing both secret keys a and b selected by 
Alice and Bob respectively. Since a ∈ B1...Bt-1, b ∈ D2n and 
there are 2n distinct elements in D2n, we note that the 
probability of guessing the correct a and b are close to 0 as n 
increases. Bob will be able to extract the exchange key Bt using 
the selected value of n from the dihedral groups published 
earlier together with the private keys. Any potential adversaries 
without the published information in the initial stage will be not 
be able to compute the exchange key Bt. 

SECURITY ANALYSIS

Since the communication network is insecure, we need to protect 
against potential adversaries. Suppose that there exists an 
adversary John that trying to attack our proposed protocols and 
he might be an active or passive adversary. If John is a passive 

adversary, then his actions are restricted to eavesdropping on 
messages that are transmitted over the network. John might use 
two attacks:

• Active Attack: John attempts to masquerade as other users
in the network.

• Passive Attack: John attempts to determine partial
information about the key exchanged by the users in the
network.

We discuss the security of our proposed schemes based 
on these attacks. In the active attack, we assume that John 
is masquerade as Bob. John should have b' ∈ D2n, and two 
distinct elements q1',q2'∈〈r〉. Therefore, John shall receive 
a from Alice in Step 4 and Alice shall receive b' from John 
in Step 8. Alice and John calculate ab' and Alice computes 
rBt(ab). However, John is unable to compute Bt since 
he has no information about the value of n which can 
be obtained in the information published earlier to 
proceed on the last step. The probability of guessing the 
value of n is close to 0 as n increases. Thus, the proposed 
protocol is secure under active attack.

Next, we shall discuss the security of protocol under 
passive attack. There are total of six messages sent are 
related to a and b respectively, where the messages does 
not reveal any information about a and b. Without a and 
b, John is not able to compute Bt, and it is computationally 
infeasible.

CONCLUSION

Group covering of G is defined as manipulating the subsets 
of G such that it covers G. Complete decomposition of G 
of order t is one type of the group coverings and it has 
applications in cryptography. In this paper, we focus on a 
non-abelian group, which is the dihedral group D2n for 
positive integer n≥3. We show that there exists a 
complete decomposition of D2n of order t for t∈{2,3,
…,n}.

For the applications in cryptography, we propose a 
computational complete decomposition of non-abelian 
group of order t search problem. Given B1, ..., Bt-1 and G  
where the subsets product B1...Bt-1 is a proper subset of 
G. We need to find Bt such that the subsets product B1 ...
Bt = G, where B1, ..., Bt ⊆ G and all the subsets are
pairwise disjoint. Let G be the dihedral group D2n  of
order 2n. We propose a key exchange protocol based on
the complete decompositions of dihedral groups of order
t. The subsets B1, ..., Bt-1 and the dihedral groups D2n is
selected and published to both Alice and Bob. Suppose
Alice holds a shared key Bt and wants to share with Bob.
To ensure that
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the shared key Bt being communicated between the 
authorized parties, Alice will select a private key a and Bob 
will select a private key b secretly. The four main steps 
involved to share the shared key Bt include the preparation 
steps, sharing the private key a, sharing the private key b 
and finally exchange the shared key Bt. Bob will be able 
to extract the key Bt using the selected value of n and shared 
keys a and b. 

We must prevent any potential adversaries to more 
secure communication network. The security of our 
proposed scheme is discussed under both active and passive 
attacks. Our scheme is secure since we didn’t share any 
keys directly and the scheme is constructed using non-
abelian group with more secure steps.
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